ITpunoxxenue 2 K
oOsi3aTenpHON  MH(pOpPMaLUU
JUTSL pa3MEIICHMS Ha caiiTe

NHOOPMALMOHHAA ITAMATKA
JUI OBYHAIOIINXCA A PASMELIEHNUA
HA OOUIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM TOJIOM MOJIOJIC)KH B HHTEPHETE CTaHOBUTHCS Oojble, a
IIKOJIbHUKM OJHU W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay Tewm,
MIOMHUMO OTPOMHOTO KOJIMYE€CTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMEI.
Ota rk 1 M Tka noimkHa oMoYb TeOe 0€30ITacHO HaXOIUTHCS B CETH.

KommnbrotepHbsie BUPYChI

KoMIIBIOTEPHBINT BHPYC - 3TO Pa3HOBHUIHOCTh KOMIIBIOTEPHBIX IIPOTpaMM,
OTINYUTEIBHONH 0COOEHHOCTBIO KOTOPOH SABIISIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomnosiHeHHE K 3TOMY, BUPYCHl MOTYT MOBPEAUTH WM MOJHOCTHE) YHUYTOXHUTH
Bce (pailyibl U TaHHBIE, TTOJIKOHTPOJIbHBIE MOJIH30BATENI0, OT UMEHU KOTOPOTro ObLiIa
3amylieHa 3apa)K€HHas MporpaMma, a TakKe MOBPEAUTh WM J1aK€ YHUUTOXKHUTH
OMEpPalMOHHYI0 CHUCTEMY CO BceMM (pailiaMmu B 1iesioM. B OOJBIIMHCTBE CllydaeB
pacupoCTpaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MeTob! 3aUThI OT BPEIOHOCHBIX IPOIPAMM:

1. HUcnonb3yli COBpPEMEHHBIE OIEPALMOHHBIE CUCTEMBI, HUMEIOLIUE
CEPBbE3HBIA YPOBEHB 3aIUTHI OT BPEIOHOCHBIX ITPOIPaAMM;
2. [TocTostHHO ycTaHaBiauBaid HadyTH (UU(POBBIE 3aIIaTKUA, KOTOpHIE

aBTOMATUYECKU YCTAHABIMBAIOTCSA C LEJIbIO JIOPaOOTKH MpOrpamMmbl) U JIpyrue
OOHOBJICHUS CBOEW omepalMoHHOW cuctembl. CkauuBall HMX TOJBKO C
opunmansHoro caiita pazpadorunka OC. Ecau cymectByer  pexum
aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. PaGoraii Ha CcBOEM KOMIIbIOTEpPE TMOJ TMpaBaMH IOJb30BaTeNsd, a He
aJMUHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpamMm
NHcIl'nJIMpoBaThcst HA TBOEM NEPCOHAIIBHOM KOMITBIOTEPE;

4.  Hcnonb3yid aHTUBUPYCHBIE NPOrpaMMHBIE MPOAYKTHI H3BECTHBIX
MIPOM3BOJIMTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpanuyb GU3NYECKUHN TOCTYI K KOMIIBIOTEPY I MIOCTOPOHHUX JIUII;

6. Hcnonp3yili BHEHNIHME HOCHUTENIM HHPOpMalUM, Takue Kak (iemika,
IUCK WK (aiia U3 UHTEPHETA, TOJBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbiBail KOMIBIOTEpHBIE (aAIIIbI, ITOJIYYEHHbBIE U3 HEHAJEKHBIX

UCTOYHUKOB. Jlaxe Te (paitibl, KOTOphIC MPHUCIAT TBOM 3HAKOMBIN. JlydIe yTouHu
y HETo, oTrpasisii in oH Tede ux. cetu WI-FI



Wi-Fi - 3T0 He BUJI niepe/iauu JaHHBIX, HE TEXHOJIOTHS, a BCErO JIMIIb OPEH]I,
Mapka. Eme B 1991 romy Huaepnanickas KOMIIAHHUSI 3aperUCTpUpoOBaia OpeH]I
"WECA”, d4rto o6o3nauanmo cioBocoderanue ~Wireless Fidelity”, kortopsrit
MepeBOIUTCS Kak (OecpoBOIHASI TOUHOCTD .

Jlo Hamero BpeMeHH Jo1iia apyras abOpeBuaTypa, KoTopas sIBISIETCS TaKOH
ke TexHoyorued. Dt1o abOpemarypa “WIi-Fi”. Takoe Ha3zBaHue OBUIO JaHO ¢
HAMEKOM Ha CTaHJapT BhICIICH 3ByKOBO# TexHuku Hi-Fi, 4To B mepeBoie 03Hayaer
”’BBICOKAsl TOUHOCTD .

Jla, 6ecruiaTHBIN MHTEPHET-IOCTYI B Kade, OTESIX U adpornopTax sIBISETCS
OTJIIMYHOW BO3MOKHOCTBIO BBIXOJAa B MHTEpHET. HOo MHOTHE 3KCHEpThl CUHTAIOT,
yto obmienoctynubie Wi-Fi ceTn He sSBIISIOTCS 0€30MMaCHBIMH.

CoBeTbl 10 0€30MacHOCTH paboThI B 001Ie10CTYMHBIX ceTsax Wi-fl.e

1, He nepenasaii cBoro uuHyro HHGOpManuio depes odmienoctymnubie Wi-Fi
cetu. Paboras B HUX, jKeJlaTeIbHO HE BBOJAUTH MAPOJIH JIOCTYIIA, JOTUHBI U KAKUETO
HOMEpA;

2. Ucnonp3yil 1 0OHOBISIH aHTUBHPYCHBIE MpOTrpamMmbl U Opanamayep. Tem
caMbIM Thl 00€30macuIllb ce0s OT 3aKaYKU BUpYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otxinroun ¢pyrknuto O0mwmii J0CTyI K
daiinam u npuntepam’. JlanHast QyHKIMS 3aKpbITA IO YMOJTYAHUIO, OJTHAKO
HEKOTOPBIC TIOJIb30BATEIIM aKTUBUPYIOT €€ JIJIsl yI00CTBA MCIIOJIb30BaHUs B paboTe
WK y4eoe;

4, He wucnone3yit my6auwunsiii WI-FI nnas mepenaum JMHYHBIX JaHHBIX,
HAMPUMED VISl BBIXO/A B COLUANIBHBIE CETH UITU B DJIEKTPOHHYIO MOYTY;

5.  Hcnonb3yii Tonbko 3amuiieHHoe coenuHenue yepe3 HTTPS, a ne
HTTP,

T.C. IpH Habope BeO-aapeca BBOAM uMeHHO ~https://”;

6. B moOunsHOM Tenedone otkmoun Gpynknuto “Tloaxmouenne k Wi-Fi
apTomathueckn”’ . He pomyckail aBTOMaTMYE€CKOTO MOJKIIOUYECHUSI YCTPOWCTBA K
cersm Wi-Fi 6e3 TBoero cornacusi.

CouunanbHbIe CETH

CornuanbHbIe CETH aKTUBHO BXOJIAT B HAITy JKU3Hb, MHOTHE JTIOU paboTaroT
W KMBYT TaM IOCTOSTHHO, a B Facebook y»xe 3apeructpupoBan Musinap,] 4ea0BekK,
YTO SIBJISIETCS. OJTHOW CEIbMOW BCEX KUTEJIEH IIaHEeThl. MHOTHE MOJIb30BaTENN HE
MOHUMAIOT, YTO MHGOpMaIHs, pa3MelieHHas UMM B COIMAIBHBIX CETSIX, MOXET
OBITH HaliJIcHa W HWCIIOJIb30BaHAa KEM YTOJHO, B TOM YHCIIE HE 0053aTEIbHO C
0JlaruMu HaMEpPEHUSIMU.

OCHOBHBIC COBETHI IO 0€30MTACHOCTH B COIMAIIBHBIX CETSIX:

1.  Orpanuubp cnucok apy3ed. Y TeOd B JApy3bsiX HE JOJDKHO OBITh
CIIy4alHBIX ¥ HE3HAKOMBIX JIFOJEH;
2.  3amumail cBOIO 4YacTHYIO Xu3Hb. He ykaspiBail maponu, TenedoHsl,

aapeca, JaTy TBOETO POXIACHUS W JPYTyHO JIHYHYI0  HHGOPMAIHIO.



3110yMBIIUIEHHUKY MOTYT UCIIOJIb30BaTh Jake MHGOPMAIIMIO O TOM, KaK Thl U TBOU
POUTENHN TUTAHUPYETE TPOBECTH KAHUKYJIHI;

3. 3ammumiail CBOIO pemyTaluio - JEpKA €€ B YUCTOTe W 3aaaBail cebe
BOIIPOC: XOTEN OBl ThI, 9TOOBI IPYTHE MOIH30BATEIN BUJIETH, YTO ThI 3arpyKaelib?
[Togymaii, ipekie 4eM 4TO-TO ONMyOJUKOBATh, HAIMCATH U 3aTrPYy3UTh;

4.  Ecaum THI TOBOpHIIH C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE HCIOJB3YH
CBOC peaJlbHOE UMS U JAPYTyI0 JIMYHYIO HWH(POPMAIUU: UM, MECTO KUTEIIbCTBA,
MECTO yueOBbl U TIpovee;

5.  UM36erait pasmemenus gororpaduii B IHTepHeTe, riae Thl H300pakeH
Ha MECTHOCTH, [0 KOTOPOIl MOXHO ONPEIEIUTh TBOE MECTOTIOI0KEHHE;
6. [Ipu peructpauuu B COLMAIBHON CETH HEOOXOAMMO HCHOJB30BAThH

CJIOKHBIE TTApPOJIU, COCTOAIIME U3 OYKB U LU(]p U ¢ KOJUYECTBOM 3HAKOB HE MEHEE
8,

7. JUist couManbHOM CEeTH, NOYThl W JAPYTHX CalTOB HEOOXOAMMO
UCIOJIb30BaTh pa3Hble naposiu. Torna eciau Tedsi B3IIOMAIOT, TO 3JI0YMBILIICHHUKH
II0JIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DNEKTPOHHBIE JEHBIU

DJNEeKTpPOHHBIE JEHBIU - 3TO OYEHb YNOOHBINM CHOCOO MiaTeked, OJHAKO
CYILLIECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOIXYYUTh ITU NEHBIU.

DJIEKTPOHHBIE IEHBI'M MTOSBUIIMCh COBCEM HEJABHO U UMEHHO M3-3a 3TOTO BO
MHOTHMX TOCYAapCTBax A0 CHX IOP HE MPOIMKUCAHO PO HUX B 3AKOHAX.

B Poccun ke oHr (yHKUMOHHUPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, I/e
UX pa3lesioT Ha HECKOJbKO BUAOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO @HOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcsi MPOBOAUTH onepanuu 6e3
UACHTU(UKALMY TOJb30BaTENIs, 3 B HEAHOHUMHBIX WACHTU(UKALMS OJIb30BaTENs
SABJISIETCS] 00S3aTEILHOM.

Taxxe cnegyeT pas3auyarh OJJIEKTPOHHbIE (HUAaTHbIE JIeHbI'M (paBHbI
rOCy/IapCTBEHHBIM BaJIlOTaM) U JJIEKTPOHHbIE He(pUaTHbIE ICHBIU (HE pPABHbI
rocyJapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON PadOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsku K cueTy MOOWIBHBIN TenedoH. DTO camblii YIOOHBIA U
OBICTPBI CHOCOO BOCCTAHOBUTH JOCTYynm K cuery. [lpuBsizanHbiii TenedoH
MOMOKET, €Ciu 3a0yJellb CBOM IUIATeXKHBIA Mapojib WM 3aiJielllb Ha CalT C
HE3HAKOMOI'0 YCTPOWCTBA;

2. Hcnonb3yli onHOpa3oBeie maposid. llociie mepexona Ha YCUIIEHHYIO
aBTOpHU3aALMI0 TeOe yXe He OyIeT yrpoxkaTh ONAaCHOCTh KPaKW WM IepexBaTa
IIJIATEKHOTO MApOJIs;

3. Boibepu crnoxsbiii mapoins. IlpectynHukam OyneTr He MPOCTO yrajaaTh
CJIOKHBIN NIapoJib. HanexHpie maponau - 3To apoJiv, KOTOPbIE CONEPKAT HE MEHEE
8 3HaKOB U BKJIIOYAIOT B ce0s CTPOUYHBIE U MPOMHUCHBIE OYKBBI, IIU(PPHI K HECKOIBKO
CHUMBOJIOB, TaKH€ Kak 3HaK J0JuIapa, PyHTa, BOCKJINLIATEIbHBIN 3HAK U T.1I.
Hanpumep, $tRONng!;;



4. He BBOIM CBOM JINYHBIC JIaHHBIE HAa CalTaX, KOTOPbIM HE JTOBEPSACIIb.

DNeKTpOHHAs MoYTa

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTUSI U MPEJOCTaBIsIEMbIC €0 YCIYTH MO
MEePEChUIKE U MOJIYYEHHUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPBIE PaACIpPEEsIOTCS B
KOMITBIOTEPHOU ceTH. OOBIYHO JJIGKTPOHHBIM TMOYTOBBIA SIIUK  BBITJISIUT
cinenyTomuM o6pa3zom: UMl TIOJIb30BATENA(@UMS IoMeHa. Takke KpoMe mnepeadu
POCTOTO TEKCTa, UMEETCSI BOBMOXHOCTh Mepe/laBaTh (pailiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIEKTPOHHOU MOYTOM:

1. Hano BbIOpaTh mpaBWIIBbHBIA MOYTOBLIM cepBHUC. B HMHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIlIE IOBEPATH TEM,
KOT'0 3HA€IIb U KTO NIEPBBIN B PEUTHHIE;

2. He ykaspiBail B nuyHO#l mourte JuuHyro uHbopmanuio. Hampumep,
Jydiie BeIOpaTh "My3bIKalnbHbIN  paHaT@” win “pok2013” BMecTo “temal3”,

3. HUcnonp3yil OBYXATallHYlO aBTOPHU3ALUI0. JTO KOTJa MOMUMO NapoJisi
HY>KHO BBOJUTH KOJI, TPUChUIaeMbIi o SMS;

4.  BpiOepu cioxHBIM naposb. s KaXX10ro moyToBOro SUKa JOJIKEH
OBITH CBOM HAJEKHBIN, YCTOMYMBBII K B3JIOMY [1apOJib;

5. Ecnu ectb BO3MOXHOCTh HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
WCMOJIb3YH 3TY BO3MOKHOCTB;

6. HUcnonb3yli HECKOIBKO IOYTOBBIX SAIMIMKOB. [lepBbIN 111 4acTHOU
NEPENUCKU C aJpecaraMu, KOTOPBIM Thl JIOBEpSACIIb. JTO SJIEKTPOHHBIN aapec He
HAJI0 UCIIOJIH30BaTh MPHU PETUCTPAIMK HA (POopyMax U calTax;

7. He otkpeiBaii ¢aiiiabl U Ipyrue BIOKEHUS B MUChbMaX, JaKe €CIU OHH
NPUIILTA OT TBOWX Jpy3eu. Jlydine yTouHM y HUX, OTHPABIISUIM JIU OHU TeOE ITH
(aiiibl;

8. ITocne oxoHuyaHus paOOThI Ha MOYTOBOM CEpPBHUCE MEpe]l 3aKPhITUEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaXXKaTh Ha ~BhiiT.

KubepOyuiHT Wik BUPTYalibHOE U3/1€BaTEIbCTBO

KubepOymmmHr -  mpeciejoBaHUE€  COOOIICHUSIMH,  COJEpKAITUMU
OCKOpOJIeHMS, arpeccuto, 3alyrUBaHUE; XYyJINTAHCTBO; COIMAIbHOE
OOUKOTHPOBAHKE C TIOMOIILIO0 PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpHOE ¢ KUOESPOYITUHTOM:

1.  He 6pocaiicsa B 00ii. JIyumuii croco0: mOCOBETOBATHCA KakK ceOsl BECTU
U, €CIIK HET TOTO, K KOMY MOHO OOpaTUThCS, TO BHa4Yaie yCIOKOUThCS. Eciau Tl
HayHElIb OTBEYATh OCKOPOJICHHSIMU Ha OCKOPOJIEHUS, TO TOJBKO eIle OoJblie
pa3zoAOKeIb KOH(IIUKT;

2. VYnpasiusii cBoeil kubeppenyraiuei;

3. AHOHMMHOCTb B ceTM MHUMas. CylIECTBYIOT CIIOCOOBI BBIICHUTh, KTO
CTOMUT 32 aHOHHUMHBIM aKKayHTOM;

4. He ctout Bectu Xynuranckuit oOpa3 BUpTyasbHOM ku3HU. HTepHET

(¢uKcupyeT Bce TBOM JACWCTBHA M COXpaHICT UX. YIanuTh UX OyIeT KpaiiHe
3aTPYAHUTEIBHO;



5.  Cobumonail cBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuuHblid HeratuB. OJHOPa30BbIE OCKOPOUTEILHBIC
cooOuieHuss Jy4yuie urHopupoBaTb. OOBIMHO arpeccusi MpeKpaiaercss Ha
HayaJIbHOM CTaJuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIIEHUSIMH,
B COIIMAIbHBIX CETSIX €CThb BO3MOXKHOCTh OJIOKUPOBKHU OTHPABKU COOOIIEHUH C
OTpeJelIeHHBIX aJPECOB;

8. Ecmu TH cBugerenbs kuOepOyinuHra. TBou JeHCTBHS: BBICTYIUTH
OPOTUB TIpecieoBaTeNsl, I0Ka3aTh €My, 4YTO €ro JeWCTBHUS OIEHUBAIOTCS
HETaTUBHO, MOJAJEP’KaTh KEPTBY, KOTOPOW HYXHa IICHXOJOTHYECKas IMOMOIb,
COOOIIUTH B3POCIBIM O (DAKTE arpeCCUBHOTO MOBEJCHHUS B CETH.

MoO6unbHbIHN TenehoH

CoBpemeHHbIe cMapT(OHBI U IJIAHIIETHI COJEPKaT B ceO€ BIIOIHE B3POCIIbIN
GyHKIIMOHAN, W TENepb OHU MOTYT KOHKYPUPOBaTh CO CTal[MOHAPHBIMHU
KoMIibloTepamMu. OIHAKO, CPEACTB 3aUTUTHI ISl TOJOOHBIX YCTPOMCTB MOKA OYEHb
Mano. TecTMpoBaHME M TMOUCK YSA3BUMOCTEM B HHUX NPOUCXOJUT HE TaK
MHTEHCUBHO, Kak Jiy1st [1K, To ke camoe kacaeTcs U MOOMIIbHBIX MPUITIOKEHUM.

CoBpeMeHHBIE MOOWIBHBIC Opay3ephl YK€ TPAKTUYECKH JAOTHAIH
HACTOJbHBIE AHAJIOTH, OJHAKO pacliupeHue (QyHKIMOHAJIa BJEYET 3a CoOOM
OOJIBIIIYIO CIIOKHOCTH M MEHBIITYIO 3aIIUIIEHHOCTb.

Jlanieko He Bce MPOU3ZBOIWTENM BBIMTYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JIJIsi 0€30MACHOCTH MOOMIIBLHOTO TenedoHa:

Hugero He sBsIeTCS MO-HACTOAINIEMY OECIUTaTHBIM. Byns ocTOpoXkeH, Bedb
Korma Tebe mpensiararoT OECIUIATHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKUETO IJIATHBIC YCIYTH;

Hywmaii, npesxxae yem otrpaButb SMS, poro nmu Buaeo. Thl TOUHO 3HACIIID,
r7Ic OHU OYIyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapThOHa;

Hcrons3yit aHTUBUPYCHBIE TIPOTPAMMBI JUTSI MOOMJIBHBIX TEIC(POHOB;

He 3arpyxaii mpuioXeHuss OT HEM3BECTHOTO HMCTOYHHMKA, BEIb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTPaMMHOE 00ECTICUCHNE;

[Tocne Toro kak Thl BBIWJCHIH C caiiTa, TJie BBOJIWI JIMUHYIO UH(POPMAIIUIO,
3ali/i B HACTPOMKH Opay3epa u yaaiau COOKies;

[lepuonuuecku MpoBepsiii, KaKue TIATHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM
HOMeEpE;

JlaBaii cBoii HOMEp MOOWJIBHOro TenedoHa TOJIBKO IOJAM, KOTOPBIX Thl
3Haelllb U KOMY JOBepseIlb;

Bluetooth nomkeHn OBbITH BBIKJIIOUEH, KOTJa Thl UM HE MOJb3yemibcs. He
3a0bIBall KHOTIa ITPOBEPSITH 3TO.



Online urpsr

CoBpeMeHHBIE  OHJAMH-UTPBI - 3TO  KpPAcOYHBbIE, 3aXBaTHIBAIOIIHE
pa3BiieueHUs], OOBEANHSIOMNE COTHH THICSY YEJNOBEK M0 Bcemy Mupy. Urpokm
UCCIIeyIOT AaHHBIA UM MHp, OOIIAIOTCS IPYT C APYroM, BBINOJHAIOT 3aJaHus,
CpaXarTcs C MOHCTPaMH M TOJYy4YalOT OMBIT. 3a yJOBOJBCTBUE OHH IUIATSAT:
MOKYHAroT JUCK, OIUIAYMBAIOT A0OHEMEHT HJIM MPUOOPETAIOT KaKUEe-TO OMIIHH.

Bce aTu cpencTtBa WAyT Ha MOAJCpKAHWE U PA3BUTHE UTPHI, a TAaKXKe Ha
caMmy 0€30MacHOCTh: COBEPUICHCTBYIOTCS CHCTEMbl aBTOPU3ALIMHU, BBITYCKAIOTCS
HOBbIe MaT4yd (IU(pPOBBIC 3aIUIATKU JUIA MPOTPAMM), 3aKPBIBAIOTCS YSI3BHMOCTH
CEpBEPOB.

B momoOHBIX urpax CTOMT omacaTbCs HE CTOJBKO CBOMX COIEPHUKOB,
CKOJIBKO KpaXXM TBOETO IapoJjisi, Ha KOTOPOM OCHOBaHA CHUCT€Ma aBTOPH3ALUU
OOJILIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1.  Ecmu papyroid wurpok Beaer ce0d IUI0OXO WM CO34aeT Tebe
HEMPUSATHOCTH, 3a0JIOKUPYH €Tr0 B CIIUCKE UTPOKOB;
2. [Toxamnyiics aaAMUHUCTpATOpaM MIPbl HA ILIOXO€ ITOBEIECHHE HTOTO

UTPOKA, KEJIATESIHHO MPUIIOKUTh KAaKUE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;
3. He yka3biBaii tuunyto uHdopmaIuio B npodaisie urphi;

4, YBaxail Ipyrux y4aCTHUKOB [0 UTPE;

5. He ycranaBnuBaii HeouIiinaabHbIe TTaTYA U MOJIBI;

6.  Hcmomnw3yii cnokHbIE U pa3HbIe TAPOIIH;

7. Jlaxxe BO BpeMs UTpbl HE CTOUT OTKJIrOUaTh aHTUBHpYC. [Ioka TbI

UTpaelib, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WM KpaXka TUYHBIX JTaHHBIX

OOBIYHOM KpaXkel JIeHeTr M IOKYMEHTOB CETOJHS YK€ HUKOTO HE YJUBHIIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTHH 3JIOYMBINIJICHHUKA TEPEMECTUINCh B
UHTEPHET, U MPOJIOJIKAIOT 3aHUMATHCA ~JIIOOUMBIM I€JIOM.

Tax mosBHUIAacCh HOBas yrpo3a: MHTEPHET-MOIICHHWYECTBA WM (DUIIIMHT,
rJIaBHas IIeJIb KOTOPOTO COCTOMUT B TOJYYCHUH KOH(DUICHIIMAIBHBIX JaHHBIX
MOJIb30BaTE/ICH - JIOTMHOB | mapoJjieit. Ha anrnmiickom si3pike phishing guraetcs
kak uruar (o1 fIShing - peiOHas moBis, password - maposis).

OcHoBHbIe coBeThI TI0 00pbOe ¢ DUIITMHI'OM:

1. Cnequn 3a cBoMM akkayHTOM. Ecim Tbl momo3peBaelib, YTO TBOS
aHkeTa ObUla B3jJ0OMaHa, TO HEOOXOJAMMO 3a0JIOKMpOBaTh €€ U COOOIIUTH
aJIMMHHCTpATOpaM pecypca 00 3TOM KaKk MOXKHO CKOpee;

2.  Hcnonp3yit Oe3omacHble BeO-CalThl, B TOM YHCJE, HWHTEPHET-
Mara3vHOB U TTOMCKOBBIX CUCTEM;

3. HMcnone3yil cinokHble W pa3Hble Maposid. Takum oOpa3zoMm, eciau TeOs
B3JIOMAIOT, TO 3JOYMBIIIJIEHHUKH IOJIYy4aT IOCTYN TOJBKO K OJHOMY TBOEMY
MpOoQIITIO B CETH, a HE KO BCEM;



4. Eciu TeOs B3JOMalid, TO HEOOXOIUMO MPEAYNPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOpPbIE JOOABIEHBI Y TE€OSI B JIPY3bsIX, O TOM, UTO T€OS B3JIOMaJIH
¥, BO3MOXKHO, OT TBOETO HMMEHHU OyJeT pacChUIaThCs CHaM M CCBUIKM Ha
(UIIMHTOBBIE CANTHI;

5. Ycranosu Hagexubii naposb (PIN) Ha MoOumbHBIN TenedoH;

6. OTkiII04YM COXpaHEeHHe Mmaposisi B Opaysepe;

7. He oTkpsiBail (aitsibl U Apyrue BIOKEHUS B MUChMAX, Ja)e €ClIu OHU
IPUIILIKA OT TBOUX Jpy3ei. Jlyule yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3Th
(haitibl.

[udposas penyranus

[MudpoBas pernyranus - 3T0 HEraTHMBHAs WM IMO3UTHBHAas WMH(OpManus B
cetu o tebe. Kommpomerupyromas HHPOpMalus, pa3MelIeHHas B HHTEPHETE,
MOXET CEpPhE3HBIM 00pa3oM OTPa3UThCS Ha TBOEH peanbHOU ku3HU. ~Lludposas
penyTanus’”’ - 3TO TBOM UMHJIK, KOTOPBIA (hopMHUpyeTcss U3 HHPOpMalu o Tede B
UHTEPHETE.

TBoe MecTO JKUTENbCTBAa, Y4eObl, TBOE€ (DMHAHCOBOE IOJIOKEHHE,
0COOEHHOCTH XapaKTepa U pacckasbl O OJIM3KUX - BCE ATO HAKAIUIMBAETCS B CETH.

MHorue noapOCTKU JIETKOMBICIEHHO OTHOCSTCS K NyONMKAalUMM JUYHON
uHpopManuu B MHTepHETE, HE MOHMMAasi BO3MOXKHBIX MOCHeNCTBUM. Thl Jaxe He
CMOXeNTb JOTaaThCcsi 0 TOM, 4To oTorpadus, pa3MelieHHas 5 JIeT Ha3all, craja
MPUYMHON OTKa3a MPUHATH T€0s Ha paldoTy.

KommenTtapuu, pazmernienue TBoux (ororpaduil U Apyrue IeUCTBHUS MOTYT
HE HMCYE3HYTh Jak€ IOCJe TOro, Kak Thl WX YJalWilb. Thl HE 3HACIb, KTO
COXpaHW1 3Ty uWH(}OpManuio, Momaja JU OHAa B IIOUCKOBBIE CHCTEMBI U
COXpaHWJIach JIM OHA, a IJIABHOE: YTO MOAyMalOT O TeOe OKPY)KaIoIIUE JIOJIH,
KOTOpbIE€ HAWAyT U yBUAAT 3T0. Hailt mHpopMalyo MHOTO JIET CIYCTS CMOXET
00011 - KaK U3 JOOPBIX MOOYXKJAEHUH, TaK M C HAMEPEHUEM MPUYUHUTH Bpel. ITO
MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 10 3aIUTe U(PPOBOI peryTaIuu:

1.  Tlomymaii, mpexae 4eM 4TO-TO MyOJUKOBaTh U MepefaBaTh y ceOs B
0Ji0Te WK B COLIMATILHOM CETH;

2. B mactporikax mpouiis yCTaHOBH OTpaHUYEHUS HA TIPOCMOTP TBOETO
pouIIsS U €ro COACPIKUMOTO, CACNIal €ro TOJBKO IS Jpy3eit”;

3. He pa3memniait u He yka3piBail mH(GOpMAIINIO, KOTOpasi MOKET KOTO-JIHO0
OCKOPOJISITH MM OOMKATh.

ABTOpCKOE MPABO

CoBpeMeHHbIE IIKOJbHUKM - aKTHBHBIE TMOJb30BaTE€Nd  LUGPOBOroO
npoctpancTBa. OIHAKO [ajJe€Ko HE BCE 3HAIOT, YTO II0Jb30BAaHUE MHOTHMH
BO3MOXHOCTSIMU  LMUPpoBOro  mupa TpeOyer  coOONIOJEHUsT TMpaB  Ha
UHTEJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH “wHTEIIEKTyanbHasi COOCTBEHHOCTH® OTHOCUTCS K Pa3IUYHBIM
TBOPEHHUSIM YEJOBEUECKOr0 yMa, HayMHas C HOBBIX H300pETEHHIl W 3HAKOB,



0003HaYaIOMUX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH, U 3aKaHYMBas KHUTAMH,
¢dororpadusiMu, KHHOPHUIBEMaMU U MY3bIKaJIbHBIMH MTPOU3BEACHUSMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha HHTEIUIEKTYalIbHYIO COOCTBEHHOCTH Ha
MIPOM3BEICHUS HAYKH, TUTEPATypbl U UCKYCCTBA. ABTOPCKHE TpaBa BBICTYMAIOT B
KauyecTBE TapaHTUU TOTO, YTO HHTEIUICKTYaJIbHBIA/TBOPUECKUN TPYA aBTOpa HE
OyzerT HampacHbIM, JacT €My CIIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yabTaTax CBOETO TPyZJa, MOJIY4YUTh HM3BECTHOCTh M Tpu3HaHue. Hukrto 0e3
paspelieHuss aBTopa HE  MOXET BOCHPOHM3BOIUTH €ro  IMPOU3BENEHHE,
pacrpoCTpaHsiTh, IMyOJIMYHO JEMOHCTPUPOBATh, IMPOAAaBaTh, HMIIOPTUPOBATH,
MycKaTh B MPOKAT, MyOJUYHO HCIOJHSATH, MOKA3bIBATH/UCIIONHITh B dQUPE HIU
pasmemats B MIHTEpHETE.

Hcnonb3oBaHue  ’HUPATCKOr0”  MPOrPAMMHOTO  OOECIICUEHHUS  MOXKET
OPUBECTM K MHOTHM pHCKaM: OT TIOTE€pPH JaHHBIX K TBOMM AaKKayHTaM [0
OJIOKUPOBKHM TBOETrO YCTPOMCTBA, IJIe YCTaHOBJIEHA HejeraibHas mnporpamma. He
CTOUT TakKe 3a0bIBaTh, YTO CYIIECTBYIOT JeTajbHble U OECIUIaTHBIE MPOTrPaMMBl,
KOTOpBIE MOKHO HAWTHU B CETH.

O nopraine

CereBUYOK.p( - TBOU ITIaBHBIM COBETUMK B CETU. 37€Ch Thl MOXKEIIb y3HATh
0 0€30MacHOCTH B CETH MOHITHBIM M JIOCTYITHBIM SI3BIKOM, & MPU BO3HUKHOBEHHUH
KPUTHUYECKOW CHUTyalli OOpaTHTHCS 32 COBETOM. A TakKe MPUHATh ydacTue B
KOHKYpPCax M CTaTh CaMbIM ITU(PPOBHIM IpaskJaHUHOM !



